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Algebraic structures: groups G, semigroups S, fields F, Fp, Z,, rings R, Zp.1.
<@, *> <§, *> <F,s, +> <F, s, +>
<Zp¥*, o> <Zp4, *> <2, °, +> <Zpq,*, +>

<Zp_1, +>

G = At 2,2, p Y Tt =X00,2,2, 1 poZy e g et 4 e o)

Commutative algebraic structures

Algebraic Number of Multiplicative Inverse  Additive  Inverse Distributivit Examples
strukture binary operation operation operation operation- Yy property
operations . / + a- (b+c) =a-
b+a- ¢

Multiplicative 1 Yes No No No No <Zn, *>
Semigroup *mod n
Additve 1 No No Yes No No Set of reals
Semigroup N
Multiplicative 1 Yes Yes No No No <Zp*, >
Group *mod p
Additve 1 No No Yes Yes No <Zn +>
Group + modn
Ring 2 Yes No Yes Yes Yes <Zn,* ,*+>
Field 2 Yes Yes Yes Yes Yes <Zp, * ,+>
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PEF : 076?“«4 - off,%/ W b ete 7 - &= i
DEF i s olofined ({g( pblic paaetat PP =Cp, 7)

Homomorphic CryptoSystems: Computation with encrypted data in Data Center.

Dec (K , G)=Te,BL, 827
sal = 12%( Sy, + 54, )
Enc Ck,f&hﬂ) = CSM




Dec (k, C,,, )= Sal

Cloud services
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Enc (k, BL>:CM '

Ewve Ck’ 62) = CBZ CB! 2 CBZ I 612 5
Ene ('k’ 42) = C"z = Cs 69: C4z*<581 + Gy,
Dec (), Cs) = 3al Homonaorphie  crerypTion

sal = 12 + (B4 +82)

i i A-7Z9 L
F i 5%, , F&{surjedtle, jyedive, KZZ&%M@%

Y, * D, < Ep, e
Vo, ye s F(Xry) = ft)eFCY) whete A)=x, F(Y)=b,
@, b & 5,,
I¥ Wﬂ/l//mﬁ r i bi[z&i‘wc (r—2D—1) thes, howtonorphisue + 5 Leomolphis m

Lot R Be g &‘E%mz/r{aﬂsz<ﬂ7o7+> £
{J‘Q»R; L(x) = kx
4. Check ! %&(s/éwéz):k@i‘”‘z):kféﬁrbﬂlf 0 X

= %(%Q t \l()ﬁ/)

2. Yecl ({/(KA’ XL):L('XI"XZ —‘;é L)y o kw, = k% Xy X2

3 theccs d(¢) =o* 5 41 R—= RY ¢

Plaiy) = &7 = 20 2™ = {(4){0h)

Ry+>—< R, o > ¢

pdelitively — v ltiylicative icopeorphicne, — =K

D (heck, %C%):g’&mpﬁ’p; Pp = (P/?)
Fermg theprem ;| T} X £ 0, then for V' x e I,
XP-l: A Wp@/;i?
$: Loy —= 2 augic 4—40 -1 (bijective) mappirs.
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X' = 4 oo p
4; O(Zp-f_{ — O’ZJ,)* aud I— 4o —41 (b[jac?%/e/ /774/7/;&‘%3

Q((xiJrJ(Z) — gﬁ*hmm’p = g : ?)4 Wm//J L0 )G ) = ab mad p.
A@lyfgﬁl/g%{f - mw@ﬁkﬂm%lvé W sevorphiser.

G thetes (0 fmg mod p
L(we+ m, | = (Mi%mz)? Wm//» = Mgmpﬁ//p-(’m g “rod p = b2 0m) i (1)
“A o O?OP “’”gj?
S, Checle, Qéb 2(1’7’2) = 52;44?,; vl p
W+ Wiy < m. w 7
L pa 2 ¢ ﬂ&/ = f ,2 &
dig (Mot )= g el = 27 g g £, Onf, )

6. Choclc, %Lig(%{) g ? mﬂﬁ/P7 \szg('/%) ng gz neod P
{u,g (mi+ml)‘ - g M”d/p = g ? . g szﬂlf‘_———_—;
A(:(Eéqv 52> vr ool (Pnt)
== 4" " wdp = £ F4 9" g vy

:“{%g’ CWi) 0 t{%géwz)
Adaﬁﬁyﬁézfemw/ﬁ/&kg/ﬁz/e bstnzer b bis g S L :(f Ll ) erdl p ~£)5

>> p=genstrongprime(28) ]‘{ f? - ¢ ﬂlﬂ?%ﬁ/?nmé/m P -

p = 232702259 e e @k Wil
>> pb=dec2bin(p) VWI&{-@ @ ¢ [ -

/A <
pb=1101 1101 1110 1100 0001 0011 0011 An dloment g € Iy ez e

4 omd onty Leé: 1) dﬁj@:ﬁ {
2) §7°% L vodp

El-Gamal Encryption-Decryption




Bob

: : PuKa = a
pello s Encrypt =5

Alice! -
I Alice's
m public key

E
mer (G o= e )

Alice
v PrKa = x
Hello
4— Decrypt
Alice! Alice's
private key

Confidentiality

>> p=genstrongprime(28)
p =228247259

>> p=int64(268435019)

p = 268435019

>> q=(p-1)/2

q = 134217509

>>g=2

g=2

>>mod_exp(g,q,p) % Since g¢mod p# 1and
ans =232702258

>>mod_exp(g,2,p) % since g?modp# 1then

Transaction - Tx in blockchain

31 _M1=2000 A m3=1000 <
PrKa=x

37_m2=3000 PuK,=a m4=4000
UTxO

>>m1=2000

m1 = 2000

>>m2=3000

m2 = 3000

>>nl=mod_exp(g,m1,p) % nl=g™ mod p
nl=228510651

>>n2=mod_exp(g,m2,p) % n2=g™ mod p
n2 =220266692
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R - r'ade(p—'l)

E=m-: Q" madp
; (D) —

B isable to deaypel
C=(E,\D) ubing her W= X,
/1 :D-xmw/(p-4)WWQ//Q
2. E"D_XVMOO/P =wm

Additively-multiplicative homomorphic EI-Gamal encryption
Public parameters: PP = (p, g); p=268435019; g=2;

>> x=int64(randi(2228-1))

x = 18245447 % Private Key - PrK = x generation
>>a=mod_exp(g,x,p)

a=53702048 % Public key - PuK = a generation

ans=4 % g=2isageneratorinZ," ={1, 2, 3, ..., p-1}

Bﬂ&%é@: vy +W; = m; =+ VMLf
How 4+ Mo‘wﬁ batlorce whett
inputs ond rpoies axt ewr}//yﬁd ?

Additively-homomorphic relation:
nl=g"™ modp
n2 =gm™ mod p

gm1+m2 mod (p-1) mod p=nil * n2 mod p=nl2 modp

gm1+m2 mod (p-1) mod p= gml * ng mod p= nl* n2 mod p=
=nl2 mod p.



>>nl12=mod(n1*n2,p)
nl2 =181510254

Enc(a, i1, n1) = (E1, D1) = (n1*a' mod p, g'* mod p).
Enc(a, i2, n2) = (E2, D2) = (n2*a'2 mod p, g2 mod p).

Enc(a, i12, n1*n2 mod p) = (E12, D12) = c12, when i12 =il +i2 mod (p-1).
E12 = n1*n2*a™*2 mod p = n12*a'’? mod p = gmt*m2mod (°-1) mod p.

D12 = g'*2 mod p = g''? mod p.

A: Prka = X B:Prkg=y A2: Prkao =z
TX1 Txo Tx3
]-ull =60
In;3 =30 »  Iny =50 >
- 60 BTC Addrd; -B, | 50BTC Addrly =A% | 358TC it BBIC_, ©
e L= 3= r—
AddrT}; = B, Exy =35
B2 30BTC 3 Ex;; =50 40 BTC Expp =15 15BTC Ex3) =35
Exi2=40 AddrEy; = A2 AddrEs; = F
— o
AddrEy, = B AddiEp =1 <€
A.ddl’E,u =A <—
hTx4 hTxo hTxz
Sign(x, hTx4) Sign(y, hTxz) Sign(z, hTxs)
01 =(rq, 1) 02 = (g, s2) 03 = (r3, s3)
= Audit Authority (AA)
s G >
ni=Dec(z,C;z) nz=Dec(z,C3;)
Comp(n;)=ms Comp(n3)=mg
Prkao =2
- Con > PuKao =8
nz=Dec(z,Cz5) n4=Dec(z,Cqp)
Comp(n,)=my Comp(n,)=my
Broniai (B) T T
= &
my=2000 Aldona (A) UTXO | m,=1000 P Cas
n1=g™ mod p Boclucia | ¢ Tt j ’
1= ni{=vec(x,Cq,
B1: < Cr—> Cyp——>Ema (g
1 Cy4=Enc(a,iq,nq) : Comp(ny)=m4 C3p=Enc(b,is,n3) Y e " (€
Cy4=Enc(p,js n Cag=Enc(g,iz,n3) e~y
. P h' 1) PrKA =% PUKE =b
Mp=3000 PuKa=a < :
ny=g™2 mod p na=Dec(x,C.,) Ma=4000
- & Cha »
B2 Cy4=Enc(a,ip,n,) . Comp(ny)=m ng=g™* mod p )
CZ,_‘=Enc(5,j2,n2) Cai‘zEnc(5,i4‘n4) 1
| -
clu CZ(: fL i
C14°Coa = C12 NET C34°Ca6= C3a4
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